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Bank frauds on Net go up

ASTAFFREPORTER

Calcutta: Banks have intensi-
fied their efforts to alert their
customers of internet frauds
that have swirled in numbers
and varieties amid rise in digi-
tal payments.

Bankers have stepped up
their vigil on scamsters who
are using sophisticated tools
stich as SIM swaps, juice jack-
ing, frauds using search en-
gines and QR code scams to
dupe customers.

In SIM swaps, fraudsters
call customers by posing as of-
ficials firom a telecom operator
requesing details for a firee up-
grade of theSIM card.

Existing SIM cards are de-
activated and replaced by a
clone SIM through which ac-
counts can be accessed and
OTPs generated to authenti-
cate transactions.

“A mobile number has ac-
tually become an identity and
anything from a banking pers-
pective can be done if somebo-
dy takes control of SIM card
and mobile munbers,” said
Manish Agrawal, head credit
intelligence and control,
HDFC Bank.

“At a bank level we are
telling customers that if your
phone suddenly stops working
for a considerable period of
time in aregular environment
immediately, the customer
should inform the mobile op-
erator and ensure no duplicate
SIM has beenissued.”

Injuicejacking, once a mo-
bile phone is connected to an
unknown/unverified charg-
ing port, fraudsters gain ac-
cess to sensitive information
such as email, text messages,
and saved passwords. “Most
people have their financial
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credentials saved in a mobile
phone or laptop. If conmected
with an unknown public wifi,
data can be extracted from
those devices,” said Agrawal.
In an advanced form of ph-
ishing attack, contact details on
search engines are camouflag-
ed by fraudsters and customers
trying to contact the banks or
insurance companies or Aad-
haar service centres end up
contactingunknown numbers.
QR codes have embedded

account details in them for
easier payments to bank ac-
counts and wallets. Fraud-
sters contact customersunder
various pretexts and trick
them into scanning QR codes
using payment apps.

Several banks have started
campaigning to create cyberse-
curity awareness. “HDFC Ba-
nlk has been doing secure bank-
ing campaigns through social
media, text messages, e-mails
and periodic notifications to its
customers,” said Agrawal.

“By highlighting through
the campaign that the cus-
tomer can tell when their in-
formation is imder threat and
respond appropriately, the
bank hopes to bring them to
share the critical role of pro-
tecting their information and
transactions,” said Jasneet
Bachal, chief marketing offi-
cer, Yes Bank.




